4 ‘
—. TAIE
B EBENNEKRES—AHEFERE (flunEgkFkENEFHSHERSH) KERIHL
#l, A, AILAMERNRFIR AR AEET RIFaIHA.
DRFIEZEIEM T ZIBINBMNBIEA R, A RASCIIBENY A X,

ERURFIIRFSEREZR, LUREMTHUEMIE 2R, REFRENSFIRLIETER
IGE. tBMRiR, INESEMARES, &FTEINT.

request.user BHFIEREIZEN contrib.auth BAY user FERISLH, XEDjangoRERIM
&, 185%E Django# 1L,

request . auth [RIEFATHAEMIMMNSHIIERES, Hitn, SHLIEkRERERDEE
SHWTSHE,

FEANMITrequest P RIEIHIEFRER, RINEABPRIIHIRIZOEEE.

TAERIFL L
FEFERIPAEER —RRIA— NG RNE B FE. DRFEEEIX(FERFIRFHIE N SSH
TINE, HERSE— I AINETAEIEEEANRENEIRE request.user F request.auth ,

MRFABINEEEA T —IE, (BIARIREEBENIE. request.user BHIZEN
django.contrib.auth.models.AnonymousUser HISCAfll, tBEiEEREF.
request.auth tIEHHIZES None ., A0, DRFESIAEHFI&KETIDjangolJauthiESR!

FRANEBFIEKIGFEFR, request.user F request.auth BERTLUEIE
UNAUTHENTICATED_USER and UNAUTHENTICATED_TOKEN J‘Zﬁﬁ\ﬁﬂﬁlﬁjﬁﬁﬂgaﬁo

TNIEDIBEAI R RIS EIX R -
# fIFrequest.pytstheh
def _authenticate(self):
ERE MAIEERISEAISRIGIER K

for authenticator in self.authenticators: # {ENEEHIFTEIAESE
try: # ENERE

0o N O o1 A WODN =
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9 # HTAIEZEauthenticateFi%, IREIE— (user, auth) JTH

10 user_auth_tuple = authenticator.authenticate(self)

11 except exceptions.APIException: # WNERIANELM, sRASESEIR

12 self._not_authenticated() # HUTAEERWENSGE, BTUHEESE

13 raise #4r4Em FHIHEE

14 # —BE/MAIESBE TRIE, RETIEZERE, IPAFNGERTE

15 if user_auth_tuple is not None:

16 self._authenticator = authenticator # EBIDIAEASAIEEEE
Tk, &8

17 self.user, self.auth = user_auth_tuple # [RE/ERELS
requestiygEMuserflauth/FEE

18 return  # FHRGE, BEARE, BALE—TELERIEEERT
KT,

19

20 self._not_authenticated() # WREZENforBARERIKBINEMRDD, HNGFELE
HMER

BeEIMERE

)T DEFAULT_AUTHENTICATION_CLASSES Ee&IR, oJLUHfTEBMANEARIRS, Flu0:

REST_FRAMEWORK = {
'DEFAULT_AUTHENTICATION_CLASSES': (
'rest_framework.authentication.BasicAuthentication',
'rest_framework.authentication.SessionAuthentication',

o oA WN =

XITFTETHERY APIView B, BALUREREEBMESERFIENALLS, XMHEEY,

1 from rest_framework.authentication import SessionAuthentication,
BasicAuthentication

from rest_framework.permissions import IsAuthenticated

from rest_framework.response import Response

from rest_framework.views import APIView

class ExampleView(APIView) :
authentication_classes = (SessionAuthentication, BasicAuthentication)
permission_classes = (IsAuthenticated,)

O© 00 N O o b WO DN
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10 def get(self, request, format=None):

11 content = {

12 ‘user': unicode(request.user), # “django.contrib.auth.User"
instance.

13 ‘auth': unicode(request.auth), # None

14 ¥

15 return Response(content)

XITFHEA eapi_view ZIMERIEMKAINE, BALUSERERIIRPTAIESS:

1  @api_view(['GET'])

2 @authentication_classes((SessionAuthentication, BasicAuthentication))

3  @permission_classes((IsAuthenticated,))

4 def example_view(request, format=None):

5 content = {

6 ‘user': unicode(request.user), # “django.contrib.auth.User"
instance.

7 ‘auth': unicode(request.auth), # None

8 }

9 return Response(content)

NERIBER MBI AERIAIELNRE, ATLAIRE:

1 authentication_classes = []

AIAEFNFELE I

SRESNIIERNEREIEERS, FTREEM N ARERA,

e HTTP 401 Unauthorized
e HTTP 403 Permission Denied

HTTP 401IAN—ARSES— WWW-Authenticate LEBEME, FATIESIBFWERAIE. 0
HTTP 403 MIAEE ZIXAN WWW-Authenticate Bk,

BB R SR EUR T BMIAES R, EARRTLIERSMNEMIAELGE, BRER
BEEA— T A ERMEIIASRE, RIFRE LRERNSE— P EHDIAERREIRSEE.

FER, HEKAIERD, BEHEERITE, ZTeBMmRIEE R[], &ERE] 403
permission denied MR,

—IRIBIINERIER, EHTAIE FEAYERES:
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1 # {\IFrequest.py

2

3 def _not_authenticated(self):

4 S

5 ZKIMEIAnonymousUser #1 None.

6 S

7 self._authenticator = None # requestd¥BRIAIEEEKRNone, tHFEIZHE(HA
—MAIEEE

8

9 if api_settings.UNAUTHENTICATED_USER: # t[5E7EsettingsHflE 7 X NE
¥, FRE

10 self.user = api_settings.UNAUTHENTICATED_USER() # ZRIANLfH
AnonymousUser

11 else:

12 self.user = None # BUiREuserfHEHKIZREINone

13

14 if api_settings.UNAUTHENTICATED_TOKEN: # [E.L

15 self.auth = api_settings.UNAUTHENTICATED_TOKEN() # ZXiAmiENone

16 else:

17 self.auth = None

Apache+mod_wsgi {2 THIEZHECE

R, WR(REER Apache + mod_wsgi BUBREPBINE, INERSLESFEREASBEIIWSGIFR
FEi#E, BEOARIEITApacheME, MAEN ARG,

fEApached, ERFERIARVAILFINT, (REEEIMEEmode_wsgi, FITEIELAILED
E5. BHEHITU T HEE:

’

1 # this can go in either server config, virtual host, directory or .htaccess
2 WSGIPassAuthorization On

—. APIE==
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BasicAuthentication

DRFEGAIEARIRIFE B, R TINERANALESR, FTBAREHAITDjangoyuansiJauthi\iE
EZN

BasicAuthenticationfEFAHTTPEARANAUENSE], @BEBFR/ZRANEIE. eEERERT
WX T, REAERTEMRME.

AR ZFZEBAEHTTPHRIELES, A Authorization BHHRMEN Basic
amFjazpmZW14dWVsb3Z1MTAw AU TUIRML. Ho Basic EMFERER, EEMN—SRIBEET
base64 FEERIANXAIBRBMNZEITEHINEX, X—3n T{EaJLABE postman TEH
?j_-o

WMEIAUERTN, BasicAuthentication IRETEEME:

e request.user : IREN—Djangoly User ZERISLAI
e request.auth : i®EINone

FRINUERRTO, $§MMAL HTTP 401 Unauthorized , FH#ET FHEAILEMERE.:
1 WWW-Authenticate: Basic realm="api"

BILAEE BRI/ T Rauthenticate RS :

—

def authenticate(self, request):

2

3 {EFAAHTTPRYEARauthenticationg@tE, IREEMNAFEMEN, FRE— user, &
MiR[EINone,

4 i

5 auth = get_authorization_header(request).split() # MhttpigLiZEE
X, AoElIFRE

if not auth or auth[@].lower() != b'basic': #WNRSEEHE—LLAE
LAbasicFFk
return None # TAUESEIK

10 if len(auth) == 1: # WRRE—ED, RAKEREAASEREERD, ALK
iy

11 msg = _('Invalid basic header. No credentials provided.")

12 raise exceptions.AuthenticationFailed(msg)

13 elif len(auth) > 2: # WRHDEIHT2MNALES, WA, =HEAZ, A
UERT

14 msg = _('Invalid basic header. Credentials string should not

contain spaces.')
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15
16
17
18

19
20

21
22
23
24
25

raise exceptions.AuthenticationFailed(msg)
# REen I Ebo
try (#REGEZNEBS, Fibase64RERH{THRERD
auth_parts =
base64.b64decode(auth[1]).decode(HTTP_HEADER_ENCODING) .partition(':")
except (TypeError, UnicodeDecodeError, binascii.Error):
msg = _('Invalid basic header. Credentials not correctly base64
encoded. ')
raise exceptions.AuthenticationFailed(msg)
# ZEIAMAIAFSINED
userid, password = auth_parts[0], auth_parts[2]
# HHTEMECRY, RERAUEL

return self.authenticate_credentials(userid, password, request)

TokenAuthentication

TokenAuthentication@— & ERAIE T ShHAIHTTPIAIE, BIEATCSEEY, HIaiE @AY= N
BB B IIE i,

BE(#HH TokenAuthentication &I, {REBSEBINLZE, FHIE
rest_framework.authtoken 0% INSTALLED_APPS EP, YRR

EE%%

INSTALLED_APPS = (
'rest_framework.authtoken'

REST_FRAMEWORK = {
"DEFAULT_AUTHENTICATION_CLASSES': (

'rest_framework.authentication.TokenAuthentication',

FeRk/a, {REEISIT python manage.py migrate #3<, EA

rest_framework.authtoken SCfR ER— P appE B R B =H1ER, EEALHIEEYERE
TEFRMIEERE.
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R, (FRENFRRBFRIESHE:
from rest_framework.authtoken.models import Token

token = Token.objects.create(user=...)

A WO N -

print(token.key)

SHFEHTEMHIEIENEFin, SHEESANE ST authorization HTTPLEREMH. TBIIZ
LIZEFRFER "token" fENRIZR, FAATSHROIRMANNFERTE, Ha0:

1 Authorization: Token 9944b09199c62bcf9418ad846ddBedbbdfcbeedb

FEA TR LA EpostmantRi T,
T MREER— M RERILERRED, thal Bearer , RBZEERIMMIX

TokenAuthentication 2, FI®E keyword XMNELTERNES Bearer ,

FXIIIAMEfE TokenAuthentication ¥ERHTERIEM:

““DjangollY User RHISLAH
™ rest_framework.authtoken.models.Token BY3ZEfF,

e request.user : IREN
e request.auth : I€EA

AR IHEIRE] HTTP 401 Unauthorized MR, FER FEBIHTTPENMEE

1 WWW-Authenticate: Token
AJLAER curl ST TR REIALEAP

1 curl -X GET http://127.0.06.1:8000/api/example/ -H 'Authorization: Token
9944b09199¢c62bcf9418ad846dd0e4bbdfcbeedb’

AT RPN EEB LT U750
o BIESNFIERSH

MRFHREF N RFEE— I BEaIERRISHE, FTLIBSRERIRAFA] post_save 55, X
MSSEDjango/RENFANRMAY, 1B5SFDjangoHiEHXAAE.



from django.conf import settings

from django.db.models.signals import post_save
from django.dispatch import receiver

from rest_framework.authtoken.models import Token

@receiver(post_save, sender=settings.AUTH_USER_MODEL)
def create_auth_token(sender, instance=None, created=False, **kwargs):
if created:

O 0 N O o b W N =

Token.objects.create(user=instance)
MRFELQET LA, FJUUBE FTENAAEIENAPERSHE:

from django.contrib.auth.models import User
from rest_framework.authtoken.models import Token

for user in User.objects.all():
Token.objects.get_or_create(user=user)

o {RIHLIRENSHRAIAPIBRSS

BRFM\ERIRERRFPEFIER, FHRESHERSAAPIRERR S jsoniR. WIEEIE, API
BARPISHLjsont8 IR EI4S%Z Fin. DRARM T —/MRERIME obtain_auth_token F
FECIiX—TheE!

BEISCERAIURLconfoRizR I N EIRYRS E:

1 from rest_framework.authtoken import views

2 urlpatterns += [

3 path('api-token-auth/', views.obtain_auth_token),
4 ]

EARRIE R LA RIS E.
obtain_auth_token fIEZIRE—NJSONIEN, HAPZFIZBELRIES:
1 { 'token' : '9944b09199c62bcf9418ad846dd0dedbbdfcbeedb’ }

EEE: BUABRT obtain_auth_token fEIEICHBEERISONIERFINNL, = RBIRE
settingsFP X B ZRESFIRITERHVBCE.

BONBRT, RERSPREPEFIEINETF obtain_auth_token {WE. WNRE(HERERAE,
NEESEEMESE, EEFHRI throttle_classes B,

WNER{REE obtain_auth_token EINBEMIRA, BJLA4%#E ObtainAuthToken fREZE,
HEURLECE P EAFTAIFSEKSLI,



Bign, {RATLARE] token EZIMUEMEREAEE:

1 from rest_framework.authtoken.views import ObtainAuthToken

2 from rest_framework.authtoken.models import Token

3 from rest_framework.response import Response

4

5 class CustomAuthToken(ObtainAuthToken) :

6

7 def post(self, request, *args, #**kwargs):

8 serializer = self.serializer_class(data=request.data,

9 context={'request': request})
10 serializer.is_valid(raise_exception=True)

11 user = serializer.validated_data| 'user']

12 token, created = Token.objects.get_or_create(user=user)
13 return Response({

14 ‘token': token.key,

15 ‘user_id': user.pk,

16 ‘email’': user.email

17 1)

BREZEH urls.py :

1 urlpatterns += [
2 path('api-token-auth/', CustomAuthToken.as_view())

o {ERAdmMiInN[ERERRSHE
BRI LAEMADjangoflIAdminfE B F e SR, W TFFR:

your_app/admin.py :
1 from rest_framework.authtoken.admin import TokenAdmin
3  TokenAdmin.raw_id_fields = ('user',)

o {EFRDjangofYmanage.pyin S

M3.6.4MRAFHR, FLABEE FENGSARFERSHE
1 python manage.py drf_create_token <username>

FZERNT:

1 Generated token 9944b09199c62bctf9418ad846ddBedbbdfcbeedb for user userT



NR{FEABPEFFERSH, tLISHEEE AT THEME THER T, JLARIN r &
]

1 python manage.py drf_create_token -r <username>

SessionAuthentication

XMINIESST, AT DjangoBUANSIEGIR, EEAIAEFIRFIETERFRIE LTS
FR9ETL, XBEDRFENARSAIEAZ—.

B LAE FDRARHAVE R T E M IX—IhE8E.
WNEIAMERKIN SessionAuthentication IRHEATERAEM

e request.user : IRE—{ DjangoRy User ZEHISLAHI
e request.auth : & EINone

INIEABRINIEIRE] HTTP 403 Forbidden MR, ;RBEIMISLERESE.

WER(RIETEFERZEAIAXIXFERIAPI, FHRHSessionAuthenticationtAIE, XH{ERALEBIHTTP
7%, EBdn PUT, PATCH, POST EY# DELETE , {RIAUFR(FRIEMT &§IEBICSRF ShE, &%
DjangoHICSRFAEXETY,

DRFIEZEFRICSRFIGIUE SHRAEDjangoBICSRFIGIEIN TIEARISBEAR, EAZEERZIFRE—
MENSIEFIIEFSIESMNIRIE. XEKRE RGLIBNIRIERNIERKAEECSRFSE, BEREK
LR BCSRFSENER TAX., WITATNERTERNE, ERUNENIRZEMN FHCSRFIE
iEO

RemoteUserAuthentication

{sEFDjangoAYauthHEZRAYIAETEE,

BARYRTE(REY AUTHENTICATION_BACKENDS BEEHR, {FF
django.contrib.auth.backends.RemoteUserBackend (E{EMIEE) .

WERIAUERTD, RemoteUserAuthentication 1IRETEBEME:

e request.user : IRE— DjangoRY User KHISCHI
e request.auth : ®EINone
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=. BESGMIEESR
BESIAIFEZRILE:

1. 4%5% BaseAuthentication &

2. BE .authenticate(self, request) /5i%, TAMERKIHEHREI—™ (user, auth) —
oo, BUIRE] None . HA, FWERT, RayseHEad—1»
AuthenticationFailed J®&E.

AT -
o MEBEREHXSMHIGE, WIREINone, YEEHITHAIRMIEEFRINSHIGIESZ.

o MNREZABMHIUHMBELY T, W5|% AuthenticationFailed F&E., ZBMR[EEIRIT
R, TCEEHTHIRRGE, AR THIEMSMHIGIESR. (XETLUTE
—TF)

LIAIEEMAES, {RBATLAEE .authenticate_header(self, request) J5i%k, 79 WWW-
Authenticate LEBEMEZRIN HTTP 401 Unauthorized MERI, FH/NEKIAFIT HTTP 403
Forbidden MEMY,

BEMANELRE, EAILUSEFAEESE, #HiTeREE, RETSIAREINER, FEL

B—T:

ELANBA IERE A app FERIEE— N authi&EER, BE AMyAuthentication2g:

1 REST_FRAMEWORK = {

2 "DEFAULT_AUTHENTICATION_CLASSES': (
3 -

4 "app.auth.MyAuthentication',

5 )

6 }

TERIGIF, JIEBRLEBFR, HFRPRREFE X_USERNAME' BIEFRNER, HITIALE:

from django.contrib.auth.models import User
from rest_framework import authentication
from rest_framework import exceptions

class MyAuthentication(authentication.BaseAuthentication):
def authenticate(self, request):
username = request.META.get('X_USERNAME') # 3XEVFAF&E(EE
if not username:

O© 00 N o o1 B WO N =

return None
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10
11
12
13
14

15
16

try:
user = User.objects.get(username=username) # E=iFHF
except User.DoesNotExist:
raise exceptions.AuthenticationFailed('No such user') #W15EFF

FE

return (user, None)

M, SB=FHEIR

THE—EAARNSE=73IAIERR:

Django OAuth Toolkit

3735 OAuth 2.0 , Sz#5Python 2.7 # Python 3.3+, XAH1RYF, HEFZF(FERE.

1

pip install django-oauth-toolkit

EE N EEES
1 INSTALLED_APPS = (
2
3 'oauth2_provider',
4 )
5
6 REST_FRAMEWORK = {
7 "DEFAULT_AUTHENTICATION_CLASSES': (
8 ‘oauth2_provider.contrib.rest_framework.OAuth2Authentication',
9 )
10 }

Django REST framework OAuth: pip install djangorestframework-oauth
JSON Web Token Authentication

Hawk HTTP Authentication

HTTP Signature Authentication

Djoser

django-rest-auth

django-rest-framework-social-oauth2

django-rest-knox

drfpasswordless
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